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01 Executive Summary

Electric utilities across North America face a defining challenge: deploying modern wireless technologies to improve
operational efficiency, workforce safety, and grid reliability while meeting the stringent cybersecurity mandates of the
North American Electric Reliability Corporation Critical Infrastructure Protection (NERC CIP) standards.

Private wireless networks, including LTE, 5G, and Wi-Fi 6 deployments, are rapidly becoming essential infrastructure
at substations, control centers, and across field operations. These networks enable real-time SCADA telemetry,
connected worker programs, video analytics for physical security, and IoT sensor integration. However, they also
introduce new attack surfaces and compliance complexities that traditional wired-only architectures never had to
address.

The 2025-2026 wave of NERC CIP updates, including CIP-003-9, CIP-005-7, CIP-010-4, CIP-013-2, and the
landmark CIP-015-1 (Internal Network Security Monitoring), has significantly raised the bar for what constitutes a
compliant electronic security perimeter. For utilities deploying wireless, these changes are not incremental; they are
transformational.

This whitepaper provides a vendor-agnostic, field-grounded guide for utility CISO/CIOs, compliance
officers, OT engineers, and operations directors who are evaluating, planning, or deploying private wireless
networks within NERC CIP-regulated environments. It maps each relevant CIP standard to specific wireless
deployment decisions, presents a reference architecture, and outlines a phased compliance roadmap from
initial assessment through audit readiness.

Key Findings
e Wireless devices are BES Cyber Assets. Access points, wireless controllers, and private cellular infrastructure

that communicate using routable protocols within or across an Electronic Security Perimeter (ESP) must be
identified and categorized under CIP-002.

* CIP-015-1 changes the monitoring equation. The new Internal Network Security Monitoring standard requires
continuous traffic baselining and anomaly detection that must extend to wireless network segments within the
ESP.

e Zero Trust is no longer optional. The convergence of CIP-005 electronic access controls and CIP-007 system
security requirements demands a Zero Trust architecture where every wireless connection is authenticated,
authorized, and continuously monitored.

¢ Physical and electronic perimeters intersect at the antenna. Wireless signals do not respect physical walls.
CIP-006 physical security perimeter integrity requires careful RF planning to prevent signal bleed beyond
controlled boundaries.

e Supply chain risk extends to wireless vendors. CIP-013 supply chain risk management must encompass
wireless hardware, firmware, and management platform vendors, including their update and patching
mechanisms.
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02 The Convergence of Wireless and NERC
CIP

The electric utility sector is in the midst of a profound operational transformation. Aging serial communication
infrastructure is being replaced with IP-based systems. Remote substations that once relied on dedicated leased
lines and dial-up connections are transitioning to modern wireless backhaul. Field crews equipped with ruggedized
tablets and smartphones require ubiquitous connectivity for work order management, safety monitoring, and real-time
collaboration.

This shift is driven by clear operational imperatives. Private wireless networks offer dramatically lower latency for
SCADA polling, support bandwidth-intensive applications like video surveillance and thermal imaging, enable
real-time GPS tracking and lone worker safety programs, and provide the connectivity fabric for loT sensor
deployments that power predictive maintenance and asset health monitoring.

However, every wireless access point deployed within or adjacent to a substation, every private LTE small cell
providing backhaul for protective relay data, and every Wi-Fi 6 network supporting control center operations
introduces routable protocol pathways that fall squarely within the scope of NERC CIP.

Why Now: The Regulatory Catalyst

The 2025 approval of CIP-015-1 by FERC (Order No. 907, issued June 26, 2025) represents the most significant shift
in NERC CIP philosophy since Version 5 reorganized standards around BES Cyber Systems. For the first time, the
standards explicitly require continuous monitoring of traffic inside the trusted zone, not just at the perimeter. This
internal network security monitoring mandate means that wireless segments within an ESP can no longer rely solely
on perimeter firewalls and access control lists for compliance. Utilities must demonstrate that they can detect
anomalous wireless traffic, identify rogue devices, and respond to lateral movement threats in real time.

Concurrently, CIP-002-8, which has been adopted by NERC and filed with FERC, introduces Aggregated Weighted
Value (AWV) scoring that may reclassify previously low-impact substations to medium-impact, triggering substantially
more demanding authentication, monitoring, and evidence requirements. For utilities that had scoped wireless
deployments at low-impact sites to minimize compliance burden, this reclassification could have immediate and
significant implications.
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03 Understanding the NERC CIP Framework

The NERC CIP standards constitute a mandatory, enforceable cybersecurity framework for all entities that own,
operate, or maintain Bulk Electric System (BES) infrastructure in North America. Originally catalyzed by the 2003
Northeast blackout, the standards have evolved through multiple versions to address an increasingly sophisticated
threat landscape targeting critical infrastructure.

As of 2026, the active CIP standards span from CIP-002 through CIP-015, covering the complete lifecycle of
cybersecurity governance: asset identification, access control, personnel security, electronic and physical perimeter
protection, system hardening, incident response, recovery planning, configuration management, information
protection, inter-control-center communications, supply chain risk, physical security, and now internal network
monitoring.

Impact Classification and Its Wireless Implications

The foundation of NERC CIP compliance begins with CIP-002, which requires entities to categorize their BES Cyber
Systems as high, medium, or low impact based on the potential consequences of their compromise. Control centers
typically qualify as high-impact, large transmission and generation facilities as medium-impact, and remaining assets
as low-impact. The impact level determines the rigor of controls that must be applied across all subsequent CIP
standards.

For wireless deployments, this classification has direct consequences. A wireless access point providing connectivity
to a high-impact control center SCADA system is itself a BES Cyber Asset (BCA) or Protected Cyber Asset (PCA),
subject to the full weight of CIP controls. Conversely, a wireless sensor network at a low-impact distribution
substation using non-routable protocols may fall outside the most demanding requirements, though CIP-003 baseline
security management controls still apply.

CIP-002 BES Cyber System  Classify wireless APs, controllers, and cellular infrastructure by impact level
Categorization

CIP-003 Security Management Controls Wireless security policies, designated senior manager accountability

CIP-005 Electronic Security Perimeter Wireless Electronic Access Points (EAPS), remote access controls, MFA

CIP-006 Physical Security Antenna placement, AP physical access, RF boundary containment

CIP-007 System Security Management Wireless device ports, patching, malware prevention, access controls

CIP-010 Configuration Change Wireless firmware baselines, configuration documentation, vulnerability
Management assessments

CIP-011 Information Protection Encryption of data over wireless links, protection of BES Cyber System

information

CIP-012 Control Center Communications Encryption for wireless backhaul between control centers

CIP-013 Supply Chain Risk Management Wireless vendor assessment, firmware integrity, update verification

CIP-015 Internal Network Security  Continuous monitoring of wireless traffic within ESP, anomaly detection
Monitoring

Table 1: NERC CIP Standards and Their Wireless Deployment Relevance
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04 Wireless Threat Landscape in Utility OT

Wireless networks introduce threat vectors that have no equivalent in traditional wired OT environments. Unlike a
copper or fiber connection that requires physical access to tap, wireless signals propagate through air and are
inherently accessible to anyone within range. For utility substations and control centers, this fundamentally changes
the threat model.

The Department of Energy has specifically identified wireless technologies as an area requiring heightened attention
within CIP-compliant environments. Their guidance emphasizes that CIP Standards require utilities to identify all
cyber assets including wireless devices, document their communications within and outside the ESP, and monitor
both the physical and electronic space around critical assets.

Wireless Threat Vectors in Utility OT Environments
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Figure 1: Primary Wireless Threat Vectors in Utility OT Environments

The Three Categories of Wireless Risk

Approved Wireless Use

Even authorized wireless networks carry risk. Misconfigured access points, weak encryption protocols, overly
permissive SSIDs, and inadequate session management can create vulnerabilities that adversaries exploit. The
challenge is compounding: each wireless device added to the BES Cyber System inventory increases the
configuration management burden under CIP-010 and the patching obligations under CIP-007.

Inadvertent Wireless Use

Many OT devices, laptops, and mobile phones brought into substations and control centers have wireless capabilities
enabled by default. A technician's laptop with Wi-Fi or Bluetooth active inside a Physical Security Perimeter could
inadvertently bridge the air gap between the control network and an unsecured wireless connection. These transient
cyber assets represent a significant compliance challenge under CIP-010.

Covert Wireless Use

The most dangerous category involves deliberate, unauthorized wireless deployments. Rogue access points planted
by malicious insiders or external threat actors can create persistent, unmonitored backdoors into otherwise
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well-defended OT networks. Nation-state actors have demonstrated sophisticated capabilities to exploit wireless
infrastructure for reconnaissance and lateral movement within critical infrastructure environments.
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05 CIP Standards Impact on Wireless
Deployments

Each NERC CIP standard creates specific obligations for utilities deploying wireless infrastructure. Understanding
these requirements at a granular level is essential for designing compliant architectures and avoiding costly
remediation during audits.

NERC CIP Standards: Wireless Deployment Impact Matrix

. ] ]
CIP-002 CIP-006
Asset Electronic Physical
Categorization Security Perimeter Security
Wireless APs, controllers, and Wireless entry points require Wireless infrastructure within
private LTE/5G infrastructure EAP designation. All wireless PSP must meet physical access
must be classified as BES traffic crossing ESP boundaries controls. Antenna placement
Cyber Assets or PCAs. must be monitored. affects perimeter integrity.

CIP-007 CIP-010 CIP-015

System Security Configuration Internal Network
Management Management Monitoring

Wireless devices need patch Wireless config baselines INSM must cover wireless
management, port controls, must be documented. Firmware segments within the ESP.
and malware prevention just updates require change Anomaly detection for
like wired BES assets. management processes. wireless traffic required.

Figure 2: NERC CIP Standards Wireless Deployment Impact Matrix

Deep Dive: CIP-005 and the Wireless ESP

CIP-005 is arguably the most consequential standard for wireless deployments. It requires that every routable
communication pathway crossing the Electronic Security Perimeter be identified as an Electronic Access Point (EAP)
and protected with appropriate access controls.

For wireless networks, this means that every access point, wireless controller, and radio interface that bridges traffic
between an untrusted zone and the ESP must be treated as an EAP. The 2025 revision (CIP-005-7) further
strengthens remote access management requirements, mandating multi-factor authentication for all interactive
remote access sessions and requiring the ability to monitor, record, and terminate active sessions.
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Critical Consideration: Wireless signals propagate beyond physical walls. If an access point inside a
substation control house broadcasts a signal detectable outside the Physical Security Perimeter, the
Electronic Security Perimeter effectively extends beyond the physical boundary. This creates a
CIP-005/CIP-006 intersection that must be addressed through RF power management, directional
antennas, and wireless intrusion detection systems.

Deep Dive: CIP-015 Internal Network Security Monitoring

CIP-015-1, approved by FERC on June 26, 2025 via Order No. 907, represents a paradigm shift in how utilities must
approach network security. The standard became effective September 2, 2025 and requires responsible entities to
develop network traffic baselines, continuously monitor for unauthorized activity and anomalous connections, and
maintain comprehensive logging with appropriate retention.

For wireless environments, INSM implementation is particularly complex. Wireless traffic patterns are inherently more
variable than wired networks due to roaming, signal fluctuations, and the dynamic nature of wireless client
associations. Establishing meaningful baselines requires specialized wireless-aware INSM tools that can distinguish
between normal wireless behavior and genuine anomalies. High- and medium-impact BES Cyber Systems with
external routable connectivity must implement INSM by October 1, 2028, with all other applicable BES Cyber
Systems following by October 1, 2030. FERC has also directed NERC to expand the scope to include EACMS and
PACS outside the ESP within 12 months of the standard's effective date.
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06 Reference Architecture: CIP-Compliant
Wireless

A NERC CIP-compliant wireless architecture must be designed from the ground up with security zones, access
controls, and monitoring capabilities that satisfy the full range of applicable standards. The following reference
architecture illustrates a defense-in-depth approach organized into four security zones.

NERC CIP-Compliant Wireless Network Architecture
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Figure 3: NERC CIP-Compliant Wireless Network Reference Architecture

Zone Descriptions

Zone 0 | Field Instruments and Sensors

The outermost zone contains field devices including RTUs, IEDs, power quality meters, and environmental sensors.
Where possible, these devices should use non-routable serial protocols to minimize CIP scope. When IP connectivity
is required for modern IEC 61850 or DNP3-over-IP implementations, devices must be classified under CIP-002 and
protected accordingly. Wireless sensor networks in this zone should use dedicated, encrypted channels isolated from
the SCADA control plane.

Zone 1| Private Wireless Layer
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This zone encompasses the wireless transport infrastructure, whether Wi-Fi 6 access points, private LTE small cells,
or 5G gNB equipment. Every device in this zone is a candidate for BES Cyber Asset or Protected Cyber Asset
classification. Wireless controllers must enforce WPA3-Enterprise authentication with 802.1X, and private cellular
infrastructure must implement SIM-based mutual authentication. All wireless backhaul traffic crossing zone
boundaries must be encrypted using AES-256 or equivalent.

Zone 2 | Electronic Security Perimeter

The ESP boundary is the critical control plane for CIP-005 compliance. Next-generation firewalls at this boundary
must inspect wireless traffic with protocol-aware deep packet inspection capable of understanding OT protocols such
as DNP3, Modbus/TCP, and IEC 61850 MMS. Intrusion Detection and Prevention Systems (IDS/IPS) provide the
signature-based monitoring required under current CIP-005-7, while Network Access Control platforms such as Cisco
ISE enforce identity-based policies ensuring only authorized devices and users can traverse the ESP.

Zone 3 | SCADA and Control Center

The innermost zone contains the highest-value BES Cyber Systems: SCADA HMI workstations, historians, energy
management systems (EMS/DMS), and the newly mandated Internal Network Security Monitoring (INSM)
infrastructure. Wireless connectivity to this zone must be extremely limited and controlled. Any wireless access to
Zone 3 systems must traverse a dedicated jump host with session recording and multi-factor authentication.
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07 Zero Trust for Wireless OT Environments

The convergence of NERC CIP requirements creates an unmistakable direction: utilities must adopt Zero Trust
principles for their OT wireless environments. The traditional perimeter-centric model, where devices inside the
firewall were implicitly trusted, is fundamentally incompatible with the continuous verification demands of CIP-005,
CIP-007, CIP-010, and CIP-015.

Zero Trust Framework for Wireless OT Environments
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802.1X Auth
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Control (IS
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Figure 4: Zero Trust Framework for Wireless OT Environments

Core Zero Trust Principles for Utility Wireless

Never Trust, Always Verify. Every wireless device, whether a field technician's tablet or an automated sensor,
must authenticate before receiving any network access. 802.1X with certificate-based authentication ensures
that even if a device is physically within range, it cannot associate with the network without proper credentials.

Least Privilege Access. Wireless devices should receive only the minimum network access required for their
operational function. A maintenance laptop needs access to specific IEDs, not the entire SCADA network.
Dynamic VLAN assignment and Security Group Tagging (SGT) enable granular, role-based access that aligns
with CIP-005 access control requirements.

Micro-Segmentation. The wireless network must be segmented such that a compromise of one device or zone
cannot enable lateral movement to critical BES Cyber Systems. This segmentation must be enforced at the
network level and continuously monitored per CIP-015 INSM requirements.

Continuous Monitoring and Validation. Device posture, patch levels, and behavioral patterns must be
continuously assessed. A device that was compliant at the time of authentication may become non-compliant if
its posture changes. Automated quarantine policies should isolate devices that fall out of compliance.
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08 Compliance Roadmap: From Assessment to
Audit

Achieving NERC CIP compliance for wireless deployments is not a single project but a continuous journey. The
following four-phase roadmap provides a structured approach that utilities can adapt to their specific operational
context, existing infrastructure, and organizational maturity.

Wireless Deployment Compliance Roadmap

WHITEPAPER
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& Discovery
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Figure 5: Wireless Deployment Compliance Roadmap

Phase 1: Assessment and Discovery (Months 0-3)

Conduct a comprehensive OT asset inventory that specifically identifies all wireless-capable devices, including
those with dormant wireless interfaces.

Perform RF site surveys at all BES facilities to map the existing wireless landscape, including unauthorized
signals and potential interference sources.

Execute a CIP gap analysis measuring current wireless security posture against each applicable CIP standard.

Classify all identified wireless assets under CIP-002, including determination of impact level for each BES Cyber
System touched by wireless connectivity.

Document the current Electronic Security Perimeter and identify where wireless pathways cross or extend
beyond established boundaries.

Phase 2: Architecture and Design (Months 3-6)

cloverig.com | Confidential °

Design the target-state wireless architecture with explicit zone boundaries aligned to CIP-005 ESP requirements.

Define encryption standards for all wireless links, ensuring compliance with CIP-011 information protection and
CIP-012 control center communication standards.

Develop access control policies that implement Zero Trust principles through 802.1X, NAC integration, and
dynamic segmentation.

Plan INSM sensor placement to ensure adequate wireless traffic visibility per CIP-015 requirements.

Establish change management procedures for wireless infrastructure per CIP-010, including firmware baseline
documentation.
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Phase 3: Deployment and Hardening (Months 6-12)

Deploy wireless infrastructure according to the approved architecture, with each installation documented per
CIP-010 change management requirements.

Configure and validate firewall rules, IDS/IPS signatures, and NAC policies at all ESP boundary points.

Implement wireless intrusion detection systems (WIDS) for rogue device detection aligned with CIP-005
monitoring requirements.

Establish patch management processes for all wireless devices per CIP-007, including vendor coordination per
CIP-013.

Conduct vulnerability assessments of the deployed wireless infrastructure per CIP-010 requirements.

Phase 4: Monitoring and Continuous Compliance (Ongoing)

Activate INSM capabilities for wireless network segments, establish traffic baselines, and tune anomaly detection
rules.

Implement automated compliance monitoring and reporting dashboards for ongoing audit readiness.
Conduct regular penetration testing and RF security assessments to validate wireless defenses.

Maintain and update all evidence documentation, including network diagrams, configuration baselines, and
access logs.

Perform annual wireless-specific tabletop exercises as part of CIP-008 incident response planning.
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09 Implementation Best Practices

Drawing from field experience across utility wireless deployments, the following best practices address the most
common compliance pitfalls and operational challenges.

Treat Every Wireless Device as a Potential EAP

The most common audit finding in wireless CIP environments is the failure to identify all Electronic Access Points.
Every wireless interface that can route traffic into the ESP must be documented and controlled. This includes not only
purpose-deployed access points but also wireless interfaces on network switches, RTUs with embedded Wi-Fi
modules, and maintenance laptops with wireless NICs.

Implement RF Boundary Management

Use directional antennas, RF shielding, and transmit power controls to contain wireless signals within the Physical
Security Perimeter. Conduct regular RF boundary verification using spectrum analysis tools. Document RF coverage
maps as part of CIP-006 physical security evidence.

Separate Wireless Management Planes

The management interface of wireless controllers and access points must be on a dedicated, out-of-band
management network that is itself within the ESP. Never expose wireless management interfaces on the same
network segments that carry operational SCADA traffic.

Automate Configuration Compliance

Manual configuration tracking for wireless devices is unsustainable at scale. Deploy automated configuration
management tools that continuously compare device configurations against CIP-010 baselines and alert on drift. This
is especially critical for wireless firmware versions, which may be updated by vendors without explicit utility approval.

Plan for Wireless Incident Response

Standard IT incident response procedures may not account for wireless-specific scenarios. Develop and rehearse
response playbooks for rogue access point detection, wireless man-in-the-middle attacks, RF jamming events, and
compromised wireless credentials. These scenarios should be integrated into CIP-008 incident response plans.

Build Audit Evidence from Day One

NERC auditors require comprehensive documentation. For wireless deployments, this includes RF site survey
reports, wireless device inventory with CIP-002 classifications, ESP boundary diagrams showing wireless EAPs,
configuration baselines for all wireless devices, patch management records, access logs, and INSM alert history.
Building this evidence library from the initial deployment phase saves enormous effort during audit preparation.
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10 The Clover IQ Approach

Clover I1Q is a vendor-agnostic industrial technology systems integrator built from the ground up for operational
technology environments. We bridge corporate IT standards with the rugged realities of the field, supporting SCADA
systems, hazardous zones, and real-world conditions that demand reliability, compliance, and performance.

How We Help Utilities Navigate NERC CIP Wireless Compliance

Deep Industrial DNA

Our team understands OT environments from firsthand field experience, not just IT theory. We design wireless
architectures that meet NERC CIP requirements while respecting the operational constraints of substation
environments, control center operations, and field crew workflows.

End-to-End Integration

From RF site surveys and asset discovery through architecture design, deployment, and ongoing managed services,
Clover 1Q provides a single accountable partner across the full wireless compliance lifecycle. We integrate sensors,
edge devices, networks, platforms, and analytics into cohesive, compliant solutions.

Vendor-Agnostic Best-of-Breed Solutions

We are technology-first, not brand-first. Our wireless designs select the optimal combination of Wi-Fi 6, private
LTE/5G, and point-to-multipoint technologies based on each utility's specific operational requirements, existing
infrastructure, and compliance posture. This ensures flexibility, scalability, and long-term value without vendor lock-in.

Safety-First Design Philosophy

Safety is embedded into every design decision. Our wireless solutions prioritize workforce protection through
connected worker programs, real-time monitoring, and emergency response capabilities, while simultaneously
ensuring that the wireless infrastructure itself does not introduce safety risks to hazardous environments.

Our Commitment: Clover 1Q does not treat compliance as a checkbox exercise. We design wireless
environments where robust security and regulatory compliance are natural outcomes of sound architecture
and operational excellence, not afterthoughts bolted on before an audit.
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11 Conclusion and Next Steps

The deployment of private wireless networks across utility infrastructure is no longer a question of if, but how. The
operational benefits of modern wireless connectivity, from real-time SCADA telemetry and connected worker safety to
predictive maintenance and enhanced physical security, are too significant to ignore.

However, the evolving NERC CIP landscape, particularly the 2025-2026 updates introducing internal network security
monitoring (CIP-015-1), stricter access controls (CIP-005-7), and expanded asset classification (CIP-002-8),
demands that wireless deployments be planned, designed, and executed with compliance as a foundational
requirement.

Utilities that approach wireless deployment as purely a connectivity project will find themselves facing costly
remediation and potential compliance violations. Those that integrate NERC CIP requirements into their wireless
strategy from the outset will achieve both operational excellence and regulatory confidence.

Recommended Next Steps

e Conduct a Wireless CIP Gap Assessment. Engage a partner with deep OT and NERC CIP expertise to
evaluate your current wireless posture against the latest CIP standards.

e Develop a Wireless Security Architecture. Design a target-state architecture that addresses all applicable CIP
standards with defense-in-depth and Zero Trust principles.

¢ Plan for CIP-015 INSM Compliance. With enforcement beginning October 1, 2028 for high- and medium-impact
BES Cyber Systems with external routable connectivity, now is the time to evaluate INSM solutions that can
monitor wireless traffic within your ESP.

* Review CIP-002-8 Impact Reclassification. Assess whether pending reclassification criteria could elevate any
of your wireless-connected sites from low to medium impact.

¢ Engage Clover IQ for a Consultation. Our team of industrial wireless and OT cybersecurity specialists can
provide an initial assessment and roadmap tailored to your specific operational environment and compliance
objectives.

Ready to Secure Your Wireless Future?

Contact Clover 1Q to schedule a NERC CIP wireless compliance consultation tailored to your utility's
operational environment.

cloverig.com | sales@cloverig.com

Disclaimer: This whitepaper is provided for informational and educational purposes only. It does not constitute legal or regulatory compliance advice.
Organizations should consult with qualified NERC CIP compliance professionals and legal counsel when making compliance decisions. NERC CIP standards
are subject to ongoing revision; always refer to the current versions published by NERC and approved by FERC. Clover IQ is an independent systems
integrator and is not affiliated with NERC, FERC, or any specific technology vendor referenced in this document.
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